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About Our Security

Keeper is a Zero-Knowledge platform. The data stored in a Keeper vault is encrypted and decrypted
locally on the user’s device.

How Keeper protects your information:

Keeper Security employees have no ability to decrypt customer data, because the encryption keys are
managed by the customer. In addition to zero knowledge architecture, Keeper supports a number of two-
factor authentication methods including Google Authenticator, Microsoft Authenticator and SMS.

Browser Plugin Installation Guides

o KeeperFill for Chrome
e KeeperFill for Firefox
o KeeperFill for Edge

Mobile App Guides

e Apple iOS Phones and Tablets
e Android Phones and Tablets

CLICK HERE TO ACCESS KEEPER’S YOUTUBE CHANNEL FOR INSTRUCTIONAL VIDEOS
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https://docs.keeper.io/en/user-guides/browser-extensions/keeperfill-for-chrome-and-brave
https://docs.keeper.io/en/user-guides/browser-extensions/keeperfill-for-firefox
https://docs.keeper.io/en/user-guides/browser-extensions/keeperfill-for-edge
https://docs.keeper.io/en/user-guides/ios
https://docs.keeper.io/en/user-guides/android
https://youtu.be/6EsvWDu8IVY?si=lo87T0bUsAERifGi

Your Keeper Vault

With Keeper, your passwords, logins and other personal information are saved in a private, digital vault. It
is here where you can view and edit all your website login credentials and details, as well as store
important files and photos.

@® L ] @ Keeper® Password Manager & X B v
< C @ keepersecurity.com/vault/ Hh * & » 0 o :
@ KEEPER Q Ssearch = 0 jane.smith.keeper+new@gmail.com v
<+ Create New My Vault
hai g s
SortbyName v  Show: All Records + D m = B @© | share | # 3 X
a My Vault
N Shopping Bank of America
B3 Identity & Payments 1 Record
Login
Security Audit Streamin
v BreachWatch Bank of America
@ AP 2022
= 7 1File
i Deleted items Login

Bank of America user@keeperdemo.io
@
user@keeperdemo.io

it Secure Add Ons

£ Geta Gift Card B3  Chase Credit Card *

©
ng

B Delta

user@keeperdemo.io

Files or Photos

B Google S

user@keeperdemo.io 4 e Loan Docs.pdf 3

42.41K8B -
B H&R Block
k rdemo,

B Hulu

ser@keeperderr o

Netflix

encryption: ON © Work Offline  Help Privacy Policy

Keeper Vault

If you've already loaded Keeper on your mobile devices, you can simply login to the Web Vault with your
email address, Master Password and Two-Factor Authentication (if enabled on your account).
Login to the Keeper Web Vault:

e https://keepersecurity.com/vault (United States)

4

ﬁ NETWORKS
PLUS

Guide Last Updated: November 2024


https://keepersecurity.com/vault

Create Your Keeper Account

To create your Keeper account, first enter your email address then you will be asked to create and
confirm a Master Password which will be the only password you have to remember.

We recommend that you choose a strong Master Password that is only used for Keeper -- don't
forget your Master Password! Administrators are not able to reset master passwords for security
reasons.

To finalize your account and proceed to your vault, you will be asked to enter the security verification
code that was sent to your email.

Account Recovery

When you log into your vault for a second time, you’ll be prompted to set up a 24-hour recovery phrase. If
you forget your Master Password, this feature will help you quickly regain access.

Once your recovery phrase has been generated, be sure to store it in a safe place. For added
convenience, you will be given the option to copy or download it.
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ese +
* @»00
@reerer Qs £ . Jane smith eeper+2@gmailcom
My Vault
Sortby Name > Show: All Recnmte = o m =
| © Recovery Phrase Generated
> (@) R -
3Mecteds A Recovery Phrase heips you recover your account.
|
"
> (@) e
1 cluster possible warfare disease cram
> @ Skttt life flush culture pelican document %
| duck what index cry gauge radio base
g Amemn | supply mesh coil purse exclude lecture I
ure@sseperdemal tourist
Chase Bank
n o &
| |
Chase Credit Card or save your Recovery Phrase and heep it in a
Ll *
|
& Lansiwvney 1 have stored my Recovery Phrase in a safe p ]
\ree ]
|
B QuichBooks oo =
e @ eeperdemal
Salestorce
B omrman “

Set Your Master Password

Upon logging in, you will be prompted to follow our Get Started wizard and install the KeeperFill Browser
Extension.

[ x +

rity com * »00

@reerer  Q # @ o\.wuvulhl-o;eunrvlﬂ;ma\(:mv

B e

Get Started

Q Securty Audt

Protect Your Digital Life with Keeper.

Import Now

Instail Browser Extension

Set Up Account Recovery
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https://docs.keeper.io/user-guides/browser-extensions
https://docs.keeper.io/user-guides/browser-extensions

Create a Record

Your passwords, logins, credit card numbers, bank accounts and other personal information are saved in
your private digital Vault (as "Records") and are encrypted on your device using 256-bit AES.
Click + to Create New > Record.

e Choose a Record Type from the dropdown menu ("Login" is the default type)

¢« Enter a name for the Record and click Next

e Enterthe Login (Username or Email)

e Enter the Password or click the dice icon to generate one (more on that here)

e Enter the Website Address

o Enter Notes, add Files & Photos, a Two-Factor Code and Custom Fields

¢ Click Save tofinish

= @reerPER  Q searcn £ @) ° jane.smith.keeper+new@gmail.com v
4 Create New

B3 identity & P:

Protect Your Digital Life with Keeper.

@ @ @

Records Folders Sharing
Create records for passwords, payment cards, Organize your records in folders and Securely share records from your vault.

and more! subfolders.

+ Create New

ort My Password:

© VorkOffiine Help Privacy Policy
Create a Record
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https://docs.keeper.io/en/user-guides/record-types
https://docs.keeper.io/user-guides/web-vault#password-generator
https://docs.keeper.io/user-guides/web-vault#secure-file-storage
https://docs.keeper.io/user-guides/web-vault#two-factor-codes-for-totp
https://docs.keeper.io/user-guides/web-vault#custom-fields

Organize Your Records

With Keeper you can organize your records into folders and subfolders. To create a folder, click on +

Create New > Folder. Enter the name of the folder and click Create.

° @ Kecper® Pussword Managec = X |+ v
« C @ keepersecurity.com/vault " @ »0@ :
®reerer  Q searct b= o jane.smith keeper +new@gmail.com ~

Create New

Show: All Records ~

O=

My Vault B Record

Amazon

encryption: ON

Create a Folder

@ Work Offline  Help  Privacy Policy

To create a subfolder, right-click on an existing/parent folder and select New Folder.

® @ Keoper® Password Manager & X 4 v
& keepersecurity.com/vault h ok @ »0@ ¢
= ®«EEPER  Q sear = ° jane.smith keeper+new@gmail.com v
SortbyName v  Show: All Records v D m = =] ® 7 X
Shopping Shoppin
B3 identity & Payments 0 Records 9
Records

B

Amazon
' B NewRecord

de
@B New Folder

B3 New Shared Folder

B Move To

@ oelete

encryption: ON

Create a Subfolder

© WorkOffiine Help Privacy Policy
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Right-Click Context Menu

You can perform a number of actions by right-clicking on a record or folder to generate a contextual

options menu.

® 0@ @ Keoper® PasswordManager & X 4 v

& keepersecurity.com/vault/ " & »00 :

= @ eEPER  Q searcr = 0 jane.smith keeper+new@gmail com ~

SortbyName v  Show: All Records ~ = B @ |shae | £ 3 X
My Vault e
Shopping Delta
B3 identity & Payments > @ okt / Edit
@ Record Info :
Streaming
Delta
, AP2022 & One-Time Share
@ i
[@ Launch

B BankofAmerics user@keeperdemo.io
PEeIReroen Y Add to Favorites

@ Change Color

B Chase Credit Card ®
& Change Type =
a m:n a !
user@keeperdemo.io B voveTo Website Address
Google @z
B Gy GD Create Shortcut
g HaRson ID) create Duplicate
B Hulu
Netfii
encryption: ON © WorkOffiine  Help
Right-Click Context Menu
Delete a Record or Folder
Right-click on a record or folder and select Delete. Click OK to confirm.
If you are deleting a folder, all records in the folder will also be deleted.
i ® 0 ® @ Keeperd PasswordMansger & X 4 v
C & keepersecurity.com/vault/ "% @ »0@ :
= @®reerER  Q seaen = ° jane.smith.keeper+new@gmail.com v
SortbyName v  Show: All Records + m— B ® e | B2 B3 X
My Vault Options
N @ ?Toppmq /it Delta
© Record Info )
() ooy 32 e
Delta
5 AP2022 & One-Time Share
e @ Launch
. Bank of America user@keeperdemo.io
b . perdemo.i Y Add to Favorites
F3  Chase Credit Card @ changecolor .............. ®
& Change Type
B Delta
user@keeperdemo.io B3 MoveTo Website Address
[a) (,S,O,Wj erdicnci @ Create Shortcut : @
g HaRBo D) create Duplicate
ﬁ H‘jlu.,“,,, ; —
encryption: ON ; © Work Offiine  Helg

Delete a Record
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Delete Multiple Records or Folders Simultaneously

Ctrl/Cmd-click multiple records or folders to select for deletion. Right-click on the selection and select
Delete. Click OK to confirm. Shift-click for selecting a list of items is also supported.
If a folder is included in your selection, all records in the selected folder will be deleted.

varager . % |

keeper o &*»0®
@reerER O seaen -3 @ joe smithkeeper@gmail.com
My Vault Detete
SortbyName *  Show: All Records D m =

6 Selected
Etsy
B ieepers BB NewShared Foider

g Feete B vovelo

& LewnDocu

B

Delete a Record

Deleted records can be found in the "Deleted Items" section of your vault (for paid consumer accounts).
More information on Deleted Items can be found in this section.

Favorites

Record Favorites are used to easily identify your most frequently used records. Right-click on a record
and select Add to Favorites.

eve @ Keeper® Password Manager & X 4 b
o C & keepersecurity.com/vault/ h * & » 0O o H
®reePER  Q searcn E-3 0 jane.smith keeper+new@gmail.com +
My Vault
SortbyName v  Show: All Records + 8 @ |shre | # § X
Options
N @ Shopping /' Edit Chase Credit Card
Record Payment Card
@ Recordinfo
o] Streaming
Chase Credit Card
o AP2022 &) One-Time Share
g Card Number
Add to Favorites
[ Bank of America G seresssommmmmes °©
user@heeperdemo.io @ setas Default Card
Exp
E Chase Credit Card @ Change Color P
&) Change Type
B O Security Code
user@keeperdemo.io
B3 MoveTo . ®
[T @ Create Shortcut
user@keeperdemaio Cardholder Name
ID) create Duplicate Jane Smith
| HaRslock
[ Delete
gt -
Ne
© vorkor
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https://docs.keeper.io/en/user-guides/web-vault#deleted-items

Add a Record to Your Favorites

Sharing Records and Folders

Securely share records and folders with other Keeper users such as family, friends and colleagues.
If you attempt to share a record or folder with someone who is not an existing Keeper user, they first
receive an email inviting them to sign-up for Keeper.

Share a Record

While viewing a record, click Share.

® 00 @ Keepers PasswordMansger & X+

@ keepersec:

" * @00 :

= ®reePErR  Q searr = ° jane.smith keeper +new@gmail.com ~
SortbyName v  Show: All Records + D m = B ® C‘ o B2 X
v @ Shoering Netflix

g Ameon
Netfiix

Netflix A

user@heeperdemo.io = .
user@heeperdemaio
.................... ®

Enter the email(s) of the user(s) you would like to share with, then choose their permission type from the
dropdown menu.
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+ -

o« & » 00 :

B reEEPER  Q searer

° jane.smith.keeper+new@gmail com +

My Vault
Sort by Name « Show: All Records ~ D m = e
Shoppin: Share “Netflix"
v m
AddPeople  One-Time Share (2)
B Amen —
ser@heeperdemoio
Enter email View Only =
Netflix
heeperdemo.
user@keeperdema.io Can Edit
Name issions
Can Share
Can Edit & Share
+ View Only

Transfer Ownership

ancryption: 0
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Sharing Permissions

Permission Name

Permission Level

Can Edit

User can edit this record

Can Share User can share this record
Can Edit & Share User can edit and share this record
View Only User can only view the record

Transfer Ownership

User will obtain ownership the record and control the
sharing permissions

Keeper "One-Time Share" provides time-limited secure sharing of a record to anyone without having to
create a Keeper account. To learn more about One-Time Share, click here.

ﬁ NETWORKS
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13

Guide Last Updated: November 2024


https://docs.keeper.io/user-guides/one-time-share

Share a Folder

Shared folders allow you to share multiple records at once and new records can be added to the folder as

needed. To create a Shared Folder, click Create New > Shared Folder.
® 0@ @ Keepero PasswordManager 2 X+ v

@ keepersecurity.com/vault nx @ »00 :

@ reerer  Q searcr 7 ° jane.smith keeper+new@gmail.com +

+ Create New

- Show: All Records v D m
B Record

Shopping

My Vault

B tdentity & |

B3 Shared Folder
Q@ Security Al

Amazon
@ Breachwatch

@ Delete

encryption: ON © WorkOffline Help Privacy Polic

Create New > Shared Folder

Choose where you would like to nest the folder using the dropdown menu and enter a name for the folder.

Set the User and Record Permissions and click Create.

® 0 ® @ Keepers Password Manager & X+ -
@ keepersecurity.com/vault " x @ 0@ ¢
. KEEPER  Q Search = 0 jane.smith keeper+new@gmail.com v
My Vault
Sortby Name v Show: All Records v o m =

Shopping
v B e New Shared Folder

B Amazon

user@ked
&3 My vault .
B Netflix
user@keeperde
de
No User Permissions -
View Only v

*Permissions for individual records can override folder permissions

Cancel

New Shared Folder Creation

Learn more about Keeper's sharing features here.
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https://docs.keeper.io/user-guides/sharing

Key Features

Password Generator

Long, random passwords that are created for each login help protect your information and reduce your
exposure to data breaches. Keeper generates and securely stores strong, random passwords for all of
your sites and apps by clicking on the dice icon. The default password length for generated passwords is
20 characters. The length slider can be used to generate longer or shorter passwords for specific sites.

* e o
) e 1 revvssnamsomat com +
Con Save
B Leoo
- )
o (@
———
© o @
1+]
¢ @
Y sme e QW
* e 1 0
o- -
)
e ——
p——
B togn
—
Torget
Logn
[
[—
[ — P
Prssverd Srengh
[
hrouorget com
| Add Atvochevants
O addTwe-Facter Cote @
) Ad4Cuntom Faid

(@) asasa-0esrcs ®

Password Customization

This will NOT automatically change the website’s existing login password. You must still visit the
corresponding website’s “Change Password” form to update the old password to match the new, stronger
password. Click here to learn how to easily change your password with KeeperFill.
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https://docs.keeper.io/user-guides/web-vault#changing-passwords-with-keeperfill

Passphrase Generator

Similar to Keeper’s password generator, a click of the dice will generate a highly secure, random, yet
easy-to-remember passphrase for any of your accounts stored in Keeper. By combining multiple words,
passphrases are a more secure alternative to passwords.

N0 @ xewes tanay x +

compvault/preview * eD 0O :

@reerer Qs S ° Jone.smith.keeper+new@gmail.com ~

My Vault

b e 0=

Amazon AWS

AP2022

.................... 1o} \/@\\
E AWS N
ﬂ Blue Cross Biue Shield
5 ChoseCredit Cord
G Cann.lxiorl‘EmoH O/ AdaTwo-Foct de @
3 = 8| A
Focebook L 789456123789 (D)
encryption: ON Q Snc v @ WorkOffine  He
Password/Passphrase Generator
Click on the dropdown and select Passphrase.
® 0 ® @ Keeper® Password Manager X + v
« C %5 qakeepersecurity.com/vault/ * O L 00 :
@rEEPER A seoren = ° jane smithekeeperdemo.jo =
My Vault
Sort by Name Show-AlReEE b os\vord Generator X O ¢ =
> Accounting & z _
®) 5= i TR T :
Login -
> (@ o oo ! J
Itle (Required)
> (m) T Amazonaws l
Passphrase v
ogin
SWuds‘ I o !
D Number Capitals =
e i ST o @
e - . £
B Azvre trong
userakeeperdemo.io | Use os defoult settings | s
® m;'c""'.;“w o o hitps://amozonaws.com |
e FedEx Cancel Use Passphrase @‘“‘"m"
user@keepordemo.io
= - @ Add Two-Factor Code (D)
& o ¢ -
N (4]
Select Passphrase

A strong passphrase includes a mix of uppercase and lowercase letters, numbers and symbols. You can
use numbers, symbols or spaces to separate each word of the passphrase.
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Quick Search and Recently Viewed

Quick search shows recently viewed items and improves sort results. Click within the "Search" field to
narrow down your results based on search terms or to reveal recently viewed items.

@ 0O @ KeeperoPasswordManager & X+ v
& keepersecurity.com/vault h ok @ » 0@ :
= @I(EEFER [ Q pearch J = ° jane.smith.keeper+new@gmail.com ~
Sort by Name v [ Bankof America D m =
h
B ents > E) S ?pf B QuickBooks
> (@) S gy Goose

> ‘f’zc B ‘chrc‘sk!‘u.m.
B oo B Nemx
B Chase B ?f"_“‘
B e B FeRBeck
B oo il

g Rte,

B i

© WorkOffline  Help  Privacy Policy

Quick Search and Recently Viewed

Launch

Launch allows you to quickly navigate to your favorite websites. Simply click a record's Website Address,
Launch button, or launch icon to launch the target site and login with Keeper in a new window.

17

@ NETWORKS
PLUS Guide Last Updated: November 2024



® 0 ® @ Keepor® PasswordManager & X 4 v

€ > @ keepersecurity.com/vault O * @©»0@ :

@ reePER  Q searct £ ° jane.smith keeper+new@gmail.com ~

SortbyName v  Show: All Records v D m = B ® S 2t X
My Vault
N @ Shopping Delta
" $ 1 Record
> Streaming
Delta
AP 2022
1F
[ BenkofAmerica user@keeperdemo.io
E3  Chase Credit Card ®©
Delta
user@heeperdemo.io
B Soosle [ tt Z I
ser@heeperdemai
| HeRBiock
g M .
Netflix
encryption: ON © WorkOffiine  Help Privacy f
Launch

The Security Audit screen gives the passwords stored in your vault an overall security score based on
password strength. You can clearly view information about each record's password strength and reuse
from this screen.

You can easily view a record that contains a high-risk password by clicking on it from the provided list. To
resolve the risk, you will be directed to change the password at the record's website and then update the
corresponding record in your vault.

O 00O @ Keepers Passw x o+ %
C @ keepersecurity.com/vault " * @200 :
= @®reerer  Q o jane.smith keeper +new@gmail.com
+ Create New Security Audit Name Password Strength v Reused Passwords v
B My vault B Amazon
B3 Identity & Payments [y Bankof America J—
70% —
Q Security Audit B Oete
Fair e
A B
[ Disney+
oA [ 10 ] \
[ Soosle
Q  Reused 0 hees
H&R Block
@® weak 5) | B MARBke
B Hulu —_—
B Netflix

) Nordstrom

B QuickBooks

encryption: ON © WorkOftiine  H

Security Audit
Learn more about Security Audit here.
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https://docs.keeper.io/user-guides/security-audit
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Record History

Keeper provides you with the ability to view and restore previous versions of a record by clicking on the
record's information icon and View Record History.

@8O @ Keepers Password Manager & X+ >

“ C & keepersecurity.com/vault " @ »0@ ¢

= @ KEEPER Q, search 73 ° jane.smith.keeper+new@gmail.com v
SortbyName v  Show: All Records + 0 m B hae | B X

Shopping D Record Information
O () oo
Lo
uio
> Streaming | d6tsiar_bsxOr6ATUCQTg (<)
D¢ Last Modified
AP 2022 Apr 13,2023 at 11:54 AM PDT by You
da 0 Activity
Created Record
[ BenkotAmerica b | __‘ .
Pa  Owner
F9  Chase Credit Card v janesmithkeeper+new@gmail.com °®
Delta S
user@keeperdemo.io RO
B Coove ) ttps://delt I

H&R Block
B | e
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Changing Passwords with KeeperFill

KeeperFill makes it easy to change your passwords. When visiting a site's "Change Password" form, you
will receive a prompt from Keeper asking if you would like help changing your password. By clicking Yes,
Keeper will walk you through a few quick steps to change your password and simultaneously update the
record in your vault. These steps will include a series of prompts detailing the following actions:

e Autofill your old/current password

¢ Automatically generate and autofill a new secure password

e Confirm the changes and save them to your vault

x |+ .

oogle.com/u/0/signinoptions/password?hl=en&rapt=AEjHL4036uwnNiUFWnw{sdj8QDYRjJXDIjZGCZMIEkUXaRG2micOf4PZrOMdbMD. h .! » 0O o H

(R <eEPER

I

& myaccount.google.com

< Password

Google
user@keeperdemo.io

Choose a strong password and don't reuse it for other accounts.
Learn more ® Would you like Keeper to help you
change your password?

You may be signed out of your account on some devices. Learn more about

where you'll stay signed inC No Thanks Yes

- —

Password strength:

racters. Don't rd from another site, or

o0 obvious like your e. Why?

Confirm new password @

Change password

KeeperFill's Prompt to Change a Password
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Set Up Multi-Factor Authentication

Upon logging in, you may encounter a "Device Approval" request. If you are attempting to log in on an
unrecognized device or browser, a device approval must take place before you can proceed to your
Keeper Vault. Users have three methods of approval to choose from: Email, Keeper Push or Two-Factor

Method.

Keeper Push is Keeper’s proprietary notification-based device approval system that sends a push
notification to an existing, recognized device. If you select Keeper Push, a notification (push) will appear

in your Keeper Vault on an approved device or browser.

eve ([ ®

@ KEEPER Device Approval Needed

© john.smith keeper@gmail.com

Approve this device by selecting a method below

Email

Send a verification code to your email address.

.J Keeper Push
% Send a push notification to your approved device.

Two-Factor Method
Use the 2FA method enabled for this account

Q@ English (US) ~

Device Approval Options

Select Yes to approve the new device.

o

You must be actively logged into a different, recognized/approved device to receive the notification.

eve @« x B

@reererR  Q seen =
My Vault
Sort:Name v Show; All Records v o m =

v g Accounting Finence

2
S Records

Are you trying to sign in?

25 Records

Jane®@acme-demacom

Google Workspace

-
B Amsson Susiaess Account
B Jane® scme-dema.com

., Facebook
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50 States Bank
Bank Account % 32 O
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Two-Factor Code
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Device Approval Request

Once your device has been approved, you will be prompted for 2FA (if enabled), then you can enter your
Master Password to proceed to your vault.

Two-Factor Authentication

Two-Factor Authentication (2FA) provides an extra layer of security when logging into your Keeper Vault or
another site or application by requiring a secondary passcode upon logging in.
Enabling Two-Factor Authentication is advised for highly valuable or sensitive accounts (e.g. banking,
medical and social media accounts).
Keeper provides two ways to take advantage of 2FA:

e Tologinto your Keeper Vault.

¢ Tologininto any site or application from your Keeper Vault by embedding a Two-Factor code into

your records.

2FA for Your Keeper Vault

To enable 2FA for your Keeper vault, from the Account Dropdown Menu, click Settings > Security, toggle
"Two-Factor Authentication" on and select your 2FA method.

®  ® @ Keeper® Password Manager & X+

nm <

q e R % keepersecurity.com/vault/ 6 Q e D09

@ reEEPER O seorch o= 6 craigHfamilyekeeperdemo.io v

Settings . DI =
a General Auto-Logout A

This feature is managed by your Keeper Browser Extension
©  security
Stay Loggedin () -«
KeeperFill Stay logged into Keeper when you close your browser or restart your

o
Auto-Approve Devices from Recognized IP Address(es) -«

o .
=

o
¢ 0

Two-Factor Authentication (2) »

Two-Factor Authentication

Keeper supports several methods of Two-Factor Authentication:
e Text Message (SMS)
o Authenticator App (such as Google Authenticator, Microsoft Authenticator, etc)
e RSA SecurlD (for Enterprise customers)
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e Duo Security (for Enterprise customers)
e Keeper DNA (using Apple Watch or Android Wear devices)
e FIDO2 Security Keys (or device passkeys)

Text Message Setup

® 8 @ Keopert Paseword Manager ¢ x +

a0 e " 5k iy.compvaut] o | @ eDO0@=

BB gsa SecuriD

@ Duo Security

Q' Keoper DNA

KB Socurity Keys

(1) The Text Message toggle is on by default. Select a Region from the dropdown (US+1 by default), enter
your 10-digit phone number including your area code and click Next.

(2) To verify that you trust this number and device, enter the Keeper web code that was sent to the
phone number you provided. Select your 2FA code duration from the dropdown menu and click Next.
Codes will only last for a minute; if you need another code sent, click Send a new code.

You will be prompted for 2FA every time you login to your Vault unless you select an alternative code
duration. Business customers may be required to enter the code every login as determined by their
Keeper Administrator.

 keepersecurty comveul "% @»00

5 ;
o
i
3

L
K

=]
[+]
B -
8

Enter Verification Code

(3) Backup codes will be shown next. If you are unable to receive Two-Factor codes via the phone number
you entered, you can enter one of the codes listed instead. Click | have written these codes down to
finish.
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If you are NOT receiving SMS messages from Keeper, please use the TOTP method.
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Authenticator App (TOTP) Setup:

(1) Toggle "Authenticator App" on and click Next.

(2) Using the device that runs the the TOTP application, scan the QR code provided or manually enter the
secret key. The app will then acknowledge the QR code and produce a verification code.

& esparsecurty cony s * %00

Two-Factor Authentication Sign Up

(3) Enter that verification code and click Next.

You will be prompted for 2FA every time you login to your Vault unless you select an alternative code
duration. Business customers may be required to enter the code every login as determined by their
Keeper Administrator.

(4) Backup codes will be shown next. If you are ever unable to receive Two-Factor codes, you can enter
one of the codes listed instead. Click | have written these codes down to finish.

In order for Azure MFA (using the Microsoft Authenticator app.) to be utilized as a TOTP, the Azure
administrator needs to allow the verification method "Verification code from mobile app or hardware
token" when setting up MFA in Azure.
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