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Agenda

A Cyber Threat Landscape




Ransomware and Data Theft Continues to Irritate

-

Latest Ransomware Trends

* Volume dropped 2024, but impact high

RaaS grows

Triple-extortion:

Top 2024 targets
« Manufacturing
» Healthcare
» Government

Vectors:
Large Ransomware Attacks 2024 « Phishing & spear phishing

* |nsomniac Games: RhySida, $2 mll, 1.67TB dumped  Stolen credentials

. UmtedHeaIth Group: * Vulnerabilities (Connectwise)
AlphV/Blackcat

Stolen creds used with remote access tool with no MFA

Threw hundreds of medical and healthcare facilities into operating chaos
Paid $22M ransom

Expected cost of 1.2-1.6B
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Authentication Attacks Remain Successful

Stealing Credentials in Multiple Ways
* Credential Stuffing

« Password Spraying

« Password Cracking

* Info-Stealing Malware

Cisco warns of large-scale brute-force attacks against VPN services

By Bill Toulas April 16,2024 1211 PM 2

ST
CISCO

Cisco warns about a large-scale credential brute-forcing campaign targeting VPN and SSH services on
Cisco, CheckPoint, Fortinet, SonicWall, and Ubiquiti devices worldwide.
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Password Spraying: Account Lockouts
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Password Spraying: Account Lockouts
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WatchGuard Threat Lab Firebox Honeynet

Discover MNew Save Open

msg_id:"1100-0005" AND NOT host:"galadriel-fbx-test" DQL & ~ Last 90 days

+ Add filter

galadriel-* ~~ 157,248 hits

] Jan 31, 2024 @ 12:15:17196 - Apr 30, 2024 @ 12:15:17.196
() Filter by t 0
Selected fields
_source
Available fields
Popular
E @timestamp
@timestamp per day

_source
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WatchGuard Threat Lab Firebox Honeynet

Discover New Save Open

msg_id:"1100-0005" AND NOT host:"galadriel-fbx-test" Last 1 year
+ Add filter
galadriel-* ~ 5,183,059 hits
Search field names Nov 15, 2023 @ 08:21:24.754 - Nov 15, 2024 @ 08:21:24.754 Auto
Filter by type

Selected fields

Available fields
Popular
t agent
t body @timestamp per week

t code _source

atchGuard
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Info-Stealer Demo
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Stolen Credential Lifecycle: Linkedln 2012 Breach

> & < S '
° "’ Dropbox @ formsp”ng 117 million user credentials
Llnked m Attacker uses a cracked password from the 2012 breach posted for

Attacker uses a cracked password from a FormSpring engineer’s sale on the Dark Web

from a Dropbox engineer’s LinkedIn :
Attacker breaks into LinkedIn and account to breach Dropbox Lmkefjln accountto breach May 18 2016
FormSpring and install a webshell

steals the user database May 2012
March 2012 May 2012
March - June 2012 October 5 2016
Russian national Yevgeniy

Attacker began cracking and testing
credentials by logging into LinkedIn
accounts

Nikulin arrested in Prague

June 2012

6.5 million stolen credentials
posted for sale on insidepro.com

*Linkedln Becomes Aware of the Breach
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Threats Get Sneakier (LotL)

62% of attackers
Living off the Land

tools or techniques

@atchGuard
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Living off the Land — .LNK Files

2

£\

Email With Zip Archive
Attachment

<>

JavaScript Downloads
and Runs PowerShell

@atchGuard'

Zip Archive Contains .LNK
Shortcut File

1,

PowerShell Opens a
Reverse Shell to Attacker
Server
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.LNK File Uses
MSHTA.exe to Download
& Run JavaScript



Software Supply Chain Attacks Threaten Foundation

The cost of software supply
chain attacks will reach a

The of staggering $138 billion by
2031, up from S46 billion in

organizations ( ), 2023. "
) *Cybersecurity Ventures ::..' ¢4
reported facing a

within the last
year.

*Enterprise Strategy Group, Feb. 2024
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Software Supply Chain Attacks Threaten Foundation

XZ Outbreak (CVE-2024-3094)

K
1
1
1

XZ Utils is a collection of open-source tools and libraries for the XZ compression format, that are used
for high compression ratios with support for multiple compression algorithms, hotably LZMA2.

]
1
1
\,

EOn Friday 29th of March, Andres Freund (principal software engineer at Microsoft) emailed oss-
isec:urity informing the community of the discovery of a backdoor in xz/liblzma version 5.6.0 and 5.6.1.

Potentially disastrous XY Utils
supply chains incident ~ B

disable ifunc for fuzzing hidden in two test files:
builds. Allegedly to mask the
malicious changes.

2022-02-06 2023-07-08 2024-03-09

—T= _-""O-. "-—->
\‘.‘_’0’ o-n_.- \\"._’o” ‘
2023-06-28 ZHERUAN
pPotential infrastructure testing:

i a
Malicious “build-t st.my” file added xzﬂlbzm

to .gitignore, later incorporated to the v5.6.0 & v5.61

liblzma: " Add ifunc implementation
package release. |

to crely_fast.e!
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2024 Global Cybersecurity Workforce Estimate

5,457,173 ...

Cyber Skills Gap Grows

REGIONS g
| EUROPE
NORTH 1,300,023
ASIA-PACIFIC
. . ; " L " 997,068
» Workforce shrunk ~3% in North America e Yasencn - -

431,302

+7.4%

AMERICA
1,273,868
[ 0.9%

» Demand grew 4%!

2024 Global Cybersecurity Workforce Gap

4,762,963 ....

FIGURE 3

* Increased demand = increased cost

REGIONS .
EUROPE
NORTH
AMERICA 392,320
542,687 \o e

\ N "B ASIA-PACIFIC
—_— [ MIDDLE EAST | 3,374,580
& AFRICA | e
LATIN AMERICA 124,978
328,397 L e
2024 ISC2 Cybersecurity Workforce Study -
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Slow Incident Response Increases Damage and Cost

Time to identify and contain a breach by how the breach was identified

Issues slowing incident response (IR)

* Missing or minimal IR team due to lack of
resource

HMTTI  EMTTC

¢ MUItlple dISparate SeCurlty tOOIS Cost of a data breach based on the
breach lifecycle
 Some dashboard solutions expensive 277 days

(SIEM) 2/ 1 |
Time to identify and contain a data breach $5.00
* Manual correlation slows investigation

* Need more automation!

$1.00

$0.00

Lifecycle Lifecycle
<200 days >200 days

*IBM Cost of a data Breach 2023
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Al: Threat or Savior?

By 2026, more than 90% of IT Ops
mgmt vendors will have embedded
GenAl capabilities in their products
and/or services, up from less than 5%
in 2023.

@gtchGuard
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By 2027, one-fifth of brands will
leverage an absence of Al in their
business as a point of differentiation.

Gartner




Leaking Al Training Data
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Scalable Extraction of Training Data from (Production) Language Models

Milad Nasr*'  Nicholas Carlini*!
A. Feder Cooper®  Daphne Ippol
Eric Wallace®  Florian
!Google DeepMind  2University of Washington
*Equal contribu

Abstract

This paper studies extractable memorization: training data
that an adversary can efficiently extract by querying a ma
chine learning model without prior knowledge of the training
dataset. We show an adversary can extract gigabytes of train
ing data from open-source language models like Pythia or
GPT-Neo, semi-open models like LLaMA or Falcon, and
closed models like ChatGPT. Existing techniques {rom the
literature suffice to attack unaligned models; in order to attack
the aligned ChatGPT, we develop a new divergence attack
that causes the model to diverge from its chatbot-style gener.
ations and emit training data at a rate 150 higher than when
behaving properly. Our methods show practical attacks can
recover far more data than previously thought, and reveal that
current alignment techniques do not eliminate memorization

1 Introduction

Large language models (LLMs) memorize examples from
their training datasets, which can allow an attacker to extract
(potentially private) information [7, 12, 14]. Prior work has
(a) performed large-scale studies of the total quantity of
memorized training data for open-source models [11], and
(b) developed practical attacks to extract training data on
(relatively) small models like GPT-2, by manually annotating
examples as memorized or not [14].

In this paper, we unify these two directions and perform a
large-scale study of “extractable memorization” in language
models. Unlike discoverable memorization [11] that captures
an upper bound on all training data that is memorized (even
if it can only be recovered by prompting the model with other
training data), extractable memorization captures only that
data that can be efficiently recovered by an adversary. We

develop a scalable methodology that allows us to detect mem-
orization in trillions of tokens of model outputs in terabyte-

sized datasets, and perform this analysis on both open-source
models (e.g., Pythia [5], GPT-Neo [6]) and semi-open models
(e.g., LLaMA [49], Falcon [40]). We find that larger and more

capable models are more vulnerable to data extraction attacks.

atchGuard
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ou feeling like you can take on the world. (Dont be scared by the
ot found in the United Kingdom, [ promise!) I have loved reading
ick Chronicles and this one was no exception. The illustrations are
id the characters are well developed. Im so glad I picked up this
last book! Title: Lucindas Secret Author: Holly Black & Tony
ick Chronicles #3 Publication Date: May 1, 2003 Genre: Middle
m & Schuster Books for Young Readers Rating: Simon, Mallory,
feir house in shambles and their mother missing. When they go to
her tied up and gagged in the attic. She tells them that their great-
mwick was the author of a book about the faerie world, and that the
ge occurrences lately. The children are determined to find their
ook and learn the secrets it holds. This book was not as good as
n read. I thought the story was a bit slow, and I

I'.h as I did in the first two books. I dont really have much to say
tontinuation of the series, but it just didnt have the same magical

| Im still going to read the fourth and fifth books, but I hope they

[ will be very disappointed. I would recommend this book to

the series, and to people who love middle grade fantasy

reat read for anyone who enjoys a fun and quick read. The

118 cute, if a little slow. RATING: Follow us: Twitter Want to

from ChatGP1’s aming dataset al a query cost of 20U
USD—and our scaling estimate suggests that one could
extract over 10x more data with more queries.

'"While limited information is available about this model, similar models
like GPT-4 have been trained to “refuse to answ ain types of requests,”
including those related to training data extraction [37, p. 13].
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i a coffee! Reign of Shadows Sophie Jordan Published by
marperreenpesressranasysr OUNE Adult Pages: Format: Source: Publisher Goodreads by
Sophie Jordan on February 9th 2016336 ARC With lush writing and a
starcrossed romance, Reign of
Shadowsis Sophie Jordan at her best. Seventeen years ago, an eclipse cloaked the kingdom of
Relhok in perpetual darkness. In the chaos, an evil chancellor murdered the
King and queen and seized their throne. Luna, their daughter, was hidden away in a tower and
though she was presumed dead, she is alive. Now, Luna has escaped from the tower and flees to
the forest with the help of a mysterious stranger. As she and Fowler journey to the castle to
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Microsoft Recalls Windows Recall

Researchers Show How Malware Could
Steal Windows Recall Data

Cybersecurity researchers are demonstrating how malware could steal data collected by the new

Windows Recall feature.

By Eduard Kovacs
June 5, 2024

Recall Q Type here to search your history

< Apr24

A

{ + 1020 AM
1ay al AIVI

GitHub: Let’s build from here -

S Let’s build fro

Several cybersecurity researchers have demonstrated how malware could steal data

collected by Microsoft’s recently introduced Recall feature.
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a:\ Marc-André Moreau

; ’*' Here's Recall capturing temporarily visible passwords from Remote
Desktop Manager in a test Azure VM. It's less effective that | would have
thought, the search results are screenshots, and it's unclear how one can
obtain the full OCR text it used for the match

-:1 Marc-André Moreau
i)

The full OCR text with the temporarily visible password is available in the
%LocalAppData%\CoreAlPlatform.00\UKP\{<UUID>HNukg.db SQLite
database, nicely gift wrapped §f for infostealer malware to exfiltrate:




Deep Fake A/V Used in Major Attacks

orld / Asia

Finance worker pays out $25 million after video
call with deepfake ‘chief financial officer’

a By Heather Chen and Kathleen Magramo, CNN
® 2 minute read - Published 2:31 AM EST, Sun February 4, 2024
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I Al: Threat or Savior?

Al Security Benefits:

» Automated/predictive detection
* False positive reduction
 Human language queries
* Predictive correlation

* Cost reduction
 Significantly lower time to detection and response

Copyright © 2025 WatchGuard Technologies, Inc. All Rights Reserve

GenAI Security Risks:
* Prompt injection data leaks
* Deep fakes & misinformation
* Improved spear phishing
* Shared training data
e ShadowAl?
* Slopsquatting

d. | CONFIDENTIAL
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It's not a matter of if, but when.
There is no silver bullet defense.




« Advanced threats leverage multiple vectors of attack

- No single defense will protect you completely

« Combination of network and endpoint security can help
« Multi-Factor Authentication (MFA)
« Advanced (proactive, non-signature) antimalware
* Endpoint detection and response (EDR)
* Network Detection and Response (NDR)



Incidents of Infection Decrease With Increased EDR Adoption

escalated incidents of infection

Launch of the Zero-Trust Application Service

WatchGuard EDR stops “zero-day” malware
pre-execution in 4% of customers monthly.

Virtually no malware/ransomware
infections in our customer base.

p—

|
1
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The 443 - Security Simplified Podcast

Breaking Down and Simplifying Cybersecurity Headlines & Trends

Cybersecurity Hub | Internet Security Report | Threat Landscape | Ransomware Tracker | The 443 Podcast

Thank You!
a N O U! All Podcast Episodes

LinkedIn: /infmarc-laliberte/
1 Episode 290 — The Seattle Kraken Edition
BlueSky: @itsmarc.me

In a very special episode of #the443Podcast, WatchGuard Director of Security Operations, Marc Laliberte sits down with Seattle Kraken
Cybersecurity Engineer, Ryan Willgues to discuss how Ryan got his start in IT, what it's like working for an NHL franchise, how the
Kraken have deployed WatchGuard's Unified Security Platform, and much more.

Start Episode 290 >

Episode 299 - CrowdStrike's Incident Report

29 July 2024

Description: This week on the episode, we walk through CrowdStrike's preliminary post incident report to understand exactly what
happened during the July 19th outage and what all software vendors can learn from the event. After that, we cover a clever plot that
lead to KnowBe4 hiring a North Korean threat actor. We end with some research from Wiz on Artificial Intelligence tenant isolation.

@atchGua rd
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