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Solving Security Nightmares
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Who Am I?

Marc Laliberte
Director of Security Operations

LinkedIn: /in/marc-laliberte/

BlueSky: @itsmarc.me

• 13 years at WatchGuard

• Leader at WatchGuard of:
• Internal Security Operations
• Threat Research
• PSIRT

• Grew up on the Red Team
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Agenda

Cyber Threat Landscape

Business & Industry Trends
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Ransomware and Data Theft Continues to Irritate

Latest Ransomware Trends

• Volume dropped 2024, but impact high

• RaaS grows

• Triple-extortion: 

• Top 2024 targets

• Manufacturing

• Healthcare

• Government

• Vectors:

• Phishing & spear phishing

• Stolen credentials

• Vulnerabilities (Connectwise)

Large Ransomware Attacks 2024

• Insomniac Games: Rhysida, $2 mil, 1.67TB dumped

• UnitedHealth Group: 
• AlphV/Blackcat

• Stolen creds used with remote access tool with no MFA

• Threw hundreds of medical and healthcare facilities into operating chaos

• Paid $22M ransom

• Expected cost of 1.2-1.6B
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Authentication Attacks Remain Successful

Stealing Credentials in Multiple Ways

• Credential Stuffing

• Password Spraying

• Password Cracking

• Info-Stealing Malware
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Password Spraying: Account Lockouts
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adminadmin
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Password Spraying: Account Lockouts
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WatchGuard Threat Lab Firebox Honeynet
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WatchGuard Threat Lab Firebox Honeynet
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Info-Stealer Demo
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Stolen Credential Lifecycle: LinkedIn 2012 Breach

March - June 2012

6.5 million stolen credentials 
posted for sale on insidepro.com

October 5 2016

May 18 2016

117 million user credentials 
from the 2012 breach posted for 

sale on the Dark Web

June 2012

Attacker began cracking and testing 
credentials by logging into LinkedIn 

accounts

March 2012

Attacker breaks into LinkedIn and 
steals the user database

May 2012

Attacker uses a cracked password 
from a Dropbox engineer’s LinkedIn 

account to breach Dropbox

May 2012

Attacker uses a cracked password 
from a FormSpring engineer’s 

LinkedIn account to breach 
FormSpring and install a webshell

Russian national Yevgeniy 
Nikulin arrested in Prague

*LinkedIn Becomes Aware of the Breach
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Threats Get Sneakier (LotL)

62% of attackers are 
using Living off the Land 

tools or techniques in 
their attacks.
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Living off the Land – .LNK Files

Email With Zip Archive 
Attachment

Zip Archive Contains .LNK 
Shortcut File

.LNK File Uses 
MSHTA.exe to Download 

& Run JavaScript 

JavaScript Downloads 
and Runs PowerShell

PowerShell Opens a 
Reverse Shell to Attacker 

Server
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Software Supply Chain Attacks Threaten Foundation

The majority of 

organizations (91%), 
reported facing a 

software supply chain 
incident within the last 

year.

*Enterprise Strategy Group, Feb. 2024

The cost of software supply 
chain attacks will reach a 
staggering $138 billion by 

2031, up from $46 billion in 
2023.

*Cybersecurity Ventures
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Software Supply Chain Attacks Threaten Foundation

Potentially disastrous XY Utils 
supply chains incident



Copyright © 2025 WatchGuard Technologies, Inc. All Rights Reserved.    |     CONFIDENTIALCopyright © 2025 WatchGuard Technologies, Inc. All Rights Reserved.    |     CONFIDENTIAL

Cyber Threat Landscape

Business & Industry Trends
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Cyber Skills Gap Grows

• Workforce shrunk ~3% in North America

• Demand grew 4%!

• Increased demand = increased cost

*ISC²

*ISC²*2024 ISC2 Cybersecurity Workforce Study
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Slow Incident Response Increases Damage and Cost

Issues slowing incident response (IR)

• Missing or minimal IR team due to lack of 
resource

• Multiple disparate security tools

• Some dashboard solutions expensive 
(SIEM) 

• Manual correlation slows investigation

• Need more automation!

*IBM Cost of a data Breach 2023
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AI: Threat or Savior?

By 2026, more than 90% of IT Ops 
mgmt vendors will have embedded 
GenAI capabilities in their products 
and/or services, up from less than 5% 
in 2023.

Gartner

By 2027, one-fifth of brands will 
leverage an absence of AI in their 
business as a point of differentiation.

Gartner
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Leaking AI Training Data
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Microsoft Recalls Windows Recall
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Deep Fake A/V Used in Major Attacks



Copyright © 2025 WatchGuard Technologies, Inc. All Rights Reserved.    |     CONFIDENTIAL

AI: Threat or Savior?

GenAI Security Risks:
• Prompt injection data leaks
• Deep fakes & misinformation
• Improved spear phishing
• Shared training data
• ShadowAI?
• Slopsquatting

AI Security Benefits:
• Automated/predictive detection
• False positive reduction
• Human language queries
• Predictive correlation
• Cost reduction
• Significantly lower time to detection and response
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It’s not a matter of if, but when.

There is no silver bullet defense.
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• Advanced threats leverage multiple vectors of attack

• No single defense will protect you completely

• Combination of network and endpoint security can help

• Multi-Factor Authentication (MFA)

• Advanced (proactive, non-signature) antimalware

• Endpoint detection and response (EDR)

• Network Detection and Response (NDR)

Layer Your Defenses
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Incidents of Infection Decrease With Increased EDR Adoption

29

Launch of the Zero-Trust Application Service

Virtually no malware/ransomware 

infections in our customer base.

WatchGuard EDR stops “zero-day” malware 
pre-execution in 4% of customers monthly.
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Thank You!
LinkedIn: /in/marc-laliberte/

BlueSky: @itsmarc.me
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