BETTER TOGETHER |
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Investing
In our
team

3,123 hours

21 certifications
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1. Church & Community
Dur 2. Sponsorships & Partnerships

Community |
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The IT Journey




THE IT JOURNEY

Innovative
(Transformational)

Optln“zed Driver of
Aligned (Mature) innovation and

Reactive Proactive (Straiegic) Erbedded COC;npe;utlve
(Ad Hoc) (Structured) i einase advantage

IT aligned with
Problems Basic IT polic- BlSinEss strategy

addressed as ies and goals
they arise infrastructure
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» Compatibility Issues
» Cost of Incident Response

- » Data B h
The hidden costs i
ata Loss
) » Higher Hardware Costs
of poor IT HYQIEI‘IB » Increased Cybersecurity risks

» Lost Business Opportunities
» Lost Productivity

» Outdated Software

» Password Sharing

» Regulatory Penalties

» Reputational Damage

» System Downtime

» Unplanned Repairs
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IT Threat Landscape

Cybhercrime
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2019
2020
2021
2022

$3.5 billion
$4.2 billion
$6.9 billion 4| |
$10.3 billion o< A S O . f"
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Threat Landscape

Use of Applications and
Processes
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Threat
Landscape

Applications and Processes
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 Local Administrator

Providing all users with local

admin rights is a thing of the
past

Potentially Unwanted
Programs

Not all applications are safe to
install

- Weaponizing Legitimate

Applications

Legitimate applications and
processes are being used by
threat actors to carry out

attacks
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 Elevation Control
Threat
Landscape

admin rights is a thing of the
past

- Application Control

Applications needs to be

Endpoint Zero Trust centrally managed by IT

- Ringfencing

Limit applications to only
perform their intended functions
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Threat Landscape

Email Compromise

Adversary-in-the-Middle (AitM)
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Kelly sent a message

Kelly Fleming in Teams <noreply@email.teams.microsoft.com>

@ Jake Schulte

(= € ol 1 . I e
(i ) If there are problems with how this message is displayed, click here to view it in a web browser.

Messages updated.

Microsoft Teams

Hi, Jake

Kelly + 2 sent a message in chat with Kelly + 1

T

o

Kelly Fleming

See More

m Go to conversation |

Install Microsoft Teams now

’

\ a .
. 0OS l'l Andro

privacy policy

= Microsoft
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Microsoft Teams
Hi,

Your teammates are trying to reach you in Microsoft Teams

Someone sent a message in chat

Reply, Go to conversatiion
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Microsoft
victim@wgtl.ic

Enter password
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a Approve sign-in request
= S3KZF?

Microsoft

victim@wagtl.io

DENY APPROVE
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https://outlook.mycrosoft365.com/aEIRLa0OM

70.113.116.239

[{"path":"/","domain":"live.com","expirationDate" :1698166289, "value": "FABmARQOIsqiBiVNmgl|
MgAAAENOCY3elWmGk9e5TKqrfyeoQAVoDI98eQVTtxJc/4G2q]jVBPw8566aPoxzfFlYjnnraZ0cF/z2BRZk50BTj!
TbP/qGfYyX85D67k0Vpdj EKu2Pk6Q4YREpLTAj rnhvwd9D8WNnL17/PoCiemF1E%2B8uq7zWmz9F3W4bEWOGOQRMLI
kOx%2BrfKQXV2j2QF rAnARXYauO4UcNc7MVP3eP0Yjsrwld1lULlaVDd7UuluyBKS rT2Xyt58KypVVz8ncHvT/5xTAl
cWdGeSscvS6bD1kUBUKhV11xQ6xQ3ZWa0sN9EhcAkqWrqC5ZocznNmzDE4hQ2UIAD ) 0USCed®cQRwBmM%s2B%2B4RV
3D%3D", "name" : "RPSSecAuth","httpOnly":true}, {"path":"/","domain":"live.com", "expirationD:
EgAZAgMAAAAMgAAADQABYyoMOjz1TxDFoGFYau35SSacePblZKwlATFc61qYz4QSnDE/J3kXYXF6YSTFS5HSj43el
dyqy9nrclYNP6ZhQDbX/yJvS3QljqZlaEnx3UFwbhHM60h6vcsa2+QfyptIls LbKD3wDXs1zd18+DEUcObjWF1izB«
rXssEYmz2S2eOveRTncvqy8gAUw7 /FEZQEcmdNN]jbFIsmOkeUMwnEV2SYGOTsbZLX4PzKB5QguaQZYAUzcx94amy,
jL50cz7KAd+53WTObFULTXwgBTgAIATS /AwASWONWL S IWY4/BVmMQIWAAChGgABAPAHZpY3RpbUB3Z3RsLmLvAFM/
YXNzcG9ydC5jb20AAAABVVMAAAAAAAAECQIAAHTaVUAABKEABERLbWSABLZpY3RpbQ
wAAAAAAAAAAAAAAAA4AMZQUMIESLIEIMS41NQAEAQAAAAAAAAAAAAAAABAEAAAAAAAAAAAAAAAAAAAARK/YUNG] EY
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAADAAAA", "name" : "WLSSC", "httpOnly":true}]
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Microsoft 365
Copilot

P

PowerPoint

)

Admin

as

More apps

Document

m365.cloud.microsoft/?auth=2

Qutlook

OneNote

PO

Partner

Workbook

[

OneDrive

s 8

SharePoint

4

Presentation

T

Teams

\

Planner

Survey

Engage

v

®

Create more
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WHY PHISHING SCAMS |8 WAIT FOR IT THERE IT IS
KEEP WORKING | —
Enter 5 Enter
your bank sl your bank
account account
number.
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Enter
your bank

account

12014 Scott Adams, In

| trust my employees
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Common misconceptions
about IT & Cybersecurity
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My employees are smart
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Our business is too small
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- Takeaway #1

RECAI The danger 1s real

- Takeaway #¢&

Prioritize Security. Set time to
evaluate your security posture
and 1dentify where your gaps are

- Takeaway #3

It's a journey and not a quick
fix
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Thank You

Jake Schulte

Director of IT Operations
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jschulte[@networksplus.com '
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785.587.U121

y J / ‘—/
Phone

Email
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networksplus.com :

website
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